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WMD Law Pty Ltd 

Privacy Policy (including AML/CTF Privacy Information) 
 

1. Our commitment to protecting your privacy 

WMD Law Pty Ltd (ACN 662 894 644) (we, us, our) is committed to protecting your privacy and 

handling personal information in an open and transparent way. 

This Privacy Policy explains how we collect, hold, use and disclose personal information, 

including information we collect and use to meet our anti-money laundering and counter-

terrorism financing (AML/CTF) obligations. 

We handle personal information in accordance with the Privacy Act 1988 (Cth) (Privacy Act) and 

the Australian Privacy Principles (APPs) to the extent they apply to us. 

By contacting us, instructing us, accessing our services, or providing personal information to us, 

you agree to your personal information being collected, held, used and disclosed in accordance 

with this Privacy Policy. 

2. Definitions and terminology 

The following words have these meanings in this Privacy Policy: 

Term Meaning 

AML/CTF Act Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth). 

AML/CTF 

Rules 

The Anti-Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 

(Cth). 

AML/CTF 

Framework 

The AML/CTF Act, AML/CTF Rules and any associated guidance and requirements 

(including by AUSTRAC) that apply to us. 

APPs The Australian Privacy Principles in the Privacy Act. 

AUSTRAC The Australian Transaction Reports and Analysis Centre. 

Designated 

Services 

Services described as “designated services” under the AML/CTF Act that we may provide 

from time to time. 

KYC 

Information 

“Know your customer” information collected for AML/CTF purposes, which may include 

identity information and verification information about you and, where relevant, 

beneficial owners and persons acting on your behalf; information about the nature and 

purpose of your instructions; information about source of funds and source of wealth; 

and information reasonably necessary for ongoing customer due diligence and 

monitoring under the AML/CTF Framework. 
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Term Meaning 

OAIC Office of the Australian Information Commissioner. 

Personal 

Information 

Information or an opinion (whether true or not, and whether recorded in a material form 

or not) about an identified individual, or an individual who is reasonably identifiable. 

Sensitive 

Information 

A type of personal information given special protection under the Privacy Act, including 

information about an individual’s health, racial or ethnic origin, political opinions, 

religious beliefs, sexual orientation, trade union membership, genetic information, 

biometric information, and criminal record (and other categories in the Privacy Act). 

 

3. When the Privacy Act applies to us (including AML/CTF) 

Where we handle personal information in connection with our AML/CTF obligations under the 

AML/CTF Framework, we will handle that personal information in accordance with the Privacy 

Act and the APPs to the extent they apply. 

Nothing in this Privacy Policy limits our professional obligations of confidentiality or client legal 

privilege. However, there may be circumstances where we are compelled to disclose information 

to AUSTRAC or other government agencies under the AML/CTF Framework. 

4. Collection of personal information 

4.1 How we collect personal information 

We may collect personal information: 

• directly from you (including via telephone, email, in person, our website(s), and other 
communications); 

• from your authorised representatives (including your agents, attorneys, executors, 
administrators, or other representatives); 

• from government agencies and other authorities; 

• from recruitment agencies (where relevant); 

• from our business partners and service providers; and 

• from publicly available sources, including open sources such as websites and social 
media (for example LinkedIn and Facebook). 

If you provide us with personal information about another person, you agree that you have 

obtained that person’s consent for us to collect, use and disclose that information, and that you 

have told that person about this Privacy Policy. 

4.2 AML/CTF collection (KYC and verification) 

If we provide (or are considering providing) Designated Services, we may be required by law 

under the AML/CTF Framework to collect and verify certain personal information and KYC 

Information. 

If we cannot collect or verify the required information, we may be prohibited from providing the 

relevant services. 
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We may conduct ongoing customer due diligence and monitoring (including monitoring of 

transactions and client information) to comply with our AML/CTF obligations. 

4.3 Collection from third parties for AML/CTF purposes 

We will generally collect personal information directly from the relevant individual unless: 

• the individual has consented to collection from someone else; 

• it is unreasonable or impracticable to collect it directly; or 

• we are required or authorised by law to collect it from someone else. 
 

4.4 Electronic verification and credit reporting bodies (InfoTrack) 

As part of verifying identity and related checks (including for AML/CTF purposes), we may use 

electronic verification services. 

We currently use InfoTrack for electronic verification, however our provider(s) may change from 

time to time. 

If we use a credit reporting body for electronic identity verification, we will seek your express 

consent before doing so and we will offer an alternative means of verification. 

InfoTrack handles personal information in accordance with its own privacy policy, which is 

available on the InfoTrack website. 

4.5 Collection notices 

We will provide you with a collection notice at or before the time we collect your personal 

information, where required. This may include additional notices required for AML/CTF 

purposes. 

5. What personal information we collect 

The kinds of personal information we may collect and hold include: 

• contact information, such as your name, address, telephone number and email address; 

• identity information, such as date of birth and identification details; 

• financial information, such as bank account details and payment information; 

• employment information, including employment history (where relevant); 

• credit information (where relevant, including for electronic verification, with express 
consent where required); 

• tax information (where relevant); 

• photographic and video information (where relevant); 

• website-related information, including subscription details and other data relating to 
your use of our website(s), including through cookies; and 

• sensitive information, where necessary and permitted by law. 
 

For AML/CTF purposes, we may collect and hold KYC Information, including information about 

beneficial owners and persons acting on behalf of another person, and information required for 

ongoing customer due diligence and monitoring. 
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6. Cookies and website information 

Our website(s) may use cookies, including first party cookies and third party cookies. 

Cookies may be used for purposes such as: 

• improving website speed and functionality; 

• enabling analytics and understanding website usage; and 

• recognising returning visitors. 
 

You can block or remove cookies using your browser settings, however doing so may affect 

website functionality. 

Our internet service provider (ISP) may also collect and store information about your visit to our 

website(s), which may include your internet address, domain name and the date and time of 

access. 

7. How we use personal information 

We collect and use personal information for purposes that may include: 

• providing you with legal services and conducting and carrying on our business; 

• administering, managing and enhancing our services; 

• personalising your experience with our website(s) and communications; 

• sending to you quotes, statements and invoices; and 

• communicating with you, including sending marketing communications where permitted. 
 

7.1 AML/CTF uses 

We may collect and use personal information and KYC Information for AML/CTF purposes, 

including: 

• providing Designated Services; 

• complying with obligations under the AML/CTF Framework and other regulatory 
obligations; and 

• conducting ongoing customer due diligence and monitoring. 
 

7.2 Sensitive information 

Unless you consent to us doing so otherwise, we will only use sensitive information for the 

primary purpose for which it was collected, or for a secondary purpose that is directly related to 

the primary purpose and that you would reasonably expect. 

8. Direct marketing 

When subscribing to any mailing list or updates through our website(s) (or otherwise where 

permitted), you consent to us using your personal information to directly market our services to 

you. 

You may opt out of receiving marketing communications at any time by using the unsubscribe 

option (where provided) or by contacting us using the details in Section 13. 
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9. Disclosure of personal information 

We will only disclose your personal information to a third party when: 

• it is reasonably necessary for one or more of the purposes for which it was collected; 

• we believe you would reasonably expect us to disclose it for a related purpose; 

• the disclosure is required or authorised by law, a court or tribunal; or 

• you have provided your consent. 
 

9.1 AML/CTF disclosures (including AUSTRAC and “tipping off”) 

In connection with our AML/CTF obligations, we may disclose personal information and KYC 

Information: 

• with your express permission; and/or 

• to contracted service providers who support our due diligence processes and assist us to 
comply with the AML/CTF Framework; and/or 

• to AUSTRAC and other government agencies, without your knowledge or consent, 
including where we form a suspicion under the AML/CTF Framework. 
 

We may be prohibited by law from notifying you about certain AML/CTF-related disclosures 

(including disclosures to AUSTRAC). 

10. Overseas disclosure 

We may disclose personal information to third parties located outside Australia. 

If your personal information is transferred or disclosed outside Australia, we will do so in 

accordance with Australian Privacy Principle 8, including by taking reasonable steps to ensure 

overseas recipients do not breach the APPs (where required). 

11. Storing, retaining and securing personal information 

11.1 How we store personal information 

We store personal information: 

• physically on our office premises and with third party physical storage providers; and 

• electronically on our in-house and external servers, storage units and Outlook 
mailboxes. 
 

11.2 Security 

We take reasonable technical and organisational precautions to protect personal information 

from misuse, interference and loss, and from unauthorised access, modification or disclosure. 

However, no method of transmission over the internet or method of electronic storage is 

completely secure. WMD Law does not accept liability for unauthorised access to or loss of 

personal information in circumstances that are not reasonably foreseeable or preventable. 
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11.3 Retention (including AML/CTF records) 

We keep personal information only for as long as needed for the purposes for which it was 

collected, and as required or permitted by law. 

For AML/CTF purposes, AML/CTF KYC Information and transaction records are kept for seven (7) 

years after the business relationship ends or the transaction is completed (as applicable), in 

accordance with the AML/CTF Framework. 

12. Access, correction and complaints 

12.1 Access and correction 

Under the Privacy Act, you have certain rights to access the personal information we hold about 

you and to request correction of that information. 

If you would like to request access to, or correction of, your personal information, please contact 

us using the details in Section 13. We may need to verify your identity before processing your 

request. 

12.2 Questions Complaints  

Your privacy is very important to us.  If you have a question or complaint about how we have 

handled your personal information, please contact us using the details in Section 13. 

We will consider your complaint and respond within a reasonable time. If you are not satisfied 

with our response, you may be able to make a complaint to the OAIC. 

13. How to contact us 

By post: WMD Law Pty Limited  
Level 4, 3–5 Stapleton Avenue, SUTHERLAND  NSW  2232 

By phone: 02 9525 8688 
By email: wmd@wmdlaw.com.au  
 

14. Revisions to this Privacy Policy 

We may revise or update this Privacy Policy from time to time. 

We recommend that all persons engaging our products and services and/or using our website(s) 

review this Privacy Policy periodically for changes.  Any changes to this Privacy Policy will be 

announced on our website. 

Accessing our products or services, using our website(s) or in any other way providing us with 

your Personal Information after any revision or update to this Privacy Policy constitutes an 

acceptance of any revised Privacy Policy. 

This Privacy Policy was last updated on 30 June 2026.  
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